NHOPOPMALIMOHHASA ITAMATKA IS OBYYAIOHIUXCA

C KaXxapIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKHU
OJJHU W3 CaMbIX aKTHUBHBIX IOJb30Baresne PyHera. Mexay TeM, NOMUMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIEMBbL. JTa MaMsATKa
JIOJDKHA TOMOYE TeOe 0€3011acHO HaXOIUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbroTepHbIii BUPYC - 3TO PA3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOH SIBIISIETCSA CIIOCOOHOCTD K Pa3MHOKEHUIO.
B nononHeHue K 3ToMy, BUPYChl MOTYT IOBPEIUTH WU MOJHOCTHIO YHUYTOXHUTh
Bce (hailiibl ¥ TaHHBIE, TOJKOHTPOJIBHBIE MOIH30BATEIN0, OT UMEHU KOTOPOTo ObLia
3aIynieHa 3apaxeHHasi IporpaMma, a TakKe MOBPEAUTh WIH JaXKe YHUUTOXKHUTh
OIEpallMOHHYIO CUCTEMY CO BceMH (pailiiamMu B 11esioM. B O0JIbIIMHCTBE CiyyaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

Memoowl 3awumuvl om 6pe0OHOCHBIX NPOSPAMM.

1. Mcrionb3yil COBpEMEHHBIE ONEPALOHHBIE CUCTEMBI, UMEIOINE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. IlocTtosiHHO ycTaHaBIMBal naTtuu (UGPOBBIE 3aIUIaATKU, KOTOPBIE
aBTOMATUYECKH YCTAHABIMBAIOTCS C LIEJBIO JOPAOOTKU IPOrpaMMbl) U ApyTUe
OOHOBJIEHUS CBOEH onepallnoOHHOM cucTeMbl. CKauuBail UX TOJIBKO C
oduimansHoro caiira pazpadorunka OC. Ecnu cyiecTByeT pexxum
aBTOMATHYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabortaif Ha CBOEM KOMIBIOTEPE MO/ TpaBaMM MOJIb30BATENA, & HE
aIMUHUCTPATOPa. DTO HE MO3BOJIUT OOJBIIUHCTBY BPEJOHOCHBIX IPOrpaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Mcrionb3yi aHTUBUPYCHBIE POTrPAMMHBIE ITPOLYKThI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpanuupb pU3NUECKUM JOCTYN K KOMIBIOTEPY 7151 TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHKWE HOCUTENN HH(OPMALINY, TaKue Kak (iemika, JUCK WiIn
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (aiiiibl, MOJIYYCHHBIC U3 HEHAICKHBIX
MCTOYHUKOB. J{axke Te (aitipl, KOTOpbIE MpUCal TBOW 3HAKOMBIN. Jlyurie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He BHI Miepeiaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OPCHII,
mapka. Emie B 1991 rony Hunepnanackas KOMIaHUs 3apeTUCTPUpOBaiia OpeH T
"WECA", uro o603Hauasno cioBocouetanue "Wireless Fidelity", koTopsrii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hailero BpeMeHH Joliia apyras ab0peBuaTypa, KOTopas SBIISIETCS TaKOM ke
TexHosoruen. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM



Ha CTaHJapT BbIciel 3BykoBoil TexHuku Hi-Fi, uto B mepeBoe o3HavaeT
"BBICOKAsi TOYHOCTB .

Ja, OecrinaTHBIM UHTEPHET-A0CTYH B Kae, OTENSIX U adpoIopTax sBIsSETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT,
gyT0 obmeaoctynHeie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

Cosembl no 6ezonachocmu pabomsi 6 obwedocmynuwix cemsix Wi-fi:

1. He nepenaaii cBoto truHyto nuH@opManuio yepes odmenoctynusie Wi-Fi cetu.
PaGoTas B HUX, *KenaTeIbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTUHBI M KAKHE-TO
HOMeEpa;

2. Ucnonb3yit 1 0OHOBISIN aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. Tem cambiM
ThI 00€30MAaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkimoun pynkuuio "O06muit 1ocTyn k dainam u
npuHTepam". JlaHHasT PYHKITUS 3aKphITA TI0 YMOTYAHUIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win yueoe;
4. He ucnionw3yit myonuunsiii WI-FI 1715 nepenayuun TMUHBIX JaHHBIX, HATPUMED
JUTSI BBIXO/Ia B COLMATIbHBIE CETH UITU B DJIEKTPOHHYIO TIOUTY;

5. Wcnionw3yii TosibkoO 3amuineHHoe coeaquuenue uepe3 HTTPS, a ne HTTP, T.¢.
npu Habope BeO-azipeca BBOAM UMEHHO "https://";

6. B mo6uisHOM Tenedone otkimoun GyHkiuio "Tlogkmouenne k Wi-Fi
aBromatudecku'". He momyckait aBTOMaTH4ECKOTO MOJIKIIFOUEHHS YCTPOUCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConunajabHble CeTH

CornuanabHble CETU aKTUBHO BXOJISIT B HAITY KU3Hb, MHOTHE JIFOJU pa0OTAIOT U
YKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3aperncrpupoBan Musuinapi 4eJIoBex,
qTO SIBJIICTCSI OMHOM CEAbMOM BCEX JKUTENCH IIaHeThl. MHOTHE MOJIL30BaTEIN HE
MOHUMAIOT, YTO UH(pOpMALKs, pa3MEIIEHHAas UMU B COLIMAIBHBIX CETSIX, MOXKET
OBITh HalJIEeHA M MCIOJb30BaHa KEM YTOJHO, B TOM UKCJIE HE 0053aTENbHO C
OJIaruMu HaMEPEHUSIMU.

OcHosHble cogembl no 6€30NACHOCMU 8 COYUATILHBIX CEMAX.!

1. Orpanuub cucok apy3eil. Y 1e0s B Ipy3bsiX HE JTOJKHO OBITh CIIyYallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii CBOO 4YacTHYIO xu3Hb. He ykaswiBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKIICHUS U JPYTYIO JIMYHYIO HH(DOpMAIUIO. 3II0yMBIIIICHHUKA
MOTYT MCIIOJIb30BaTh JaKe MH()OPMAIUIO O TOM, KaK Thl U TBOU POJIUTEIH
IJIAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amminai cBOO PEMyTaInio - IEPKH €€ B YUUCTOTE U 3a7aBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPyTHE TOJIH30BATEH BUACIH, YTO ThI 3aTPy’Kaeiib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJUKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Tl TOBOPHILB C JIFOJABMU, KOTOPBIX HE 3HACIb, HE UCIIOIb3YH CBOE
peanabHOE UMl M IPYTYIO JIMYHYIO MH(POPMALIUU: UMsI, MECTO KUTEJIbCTBA, MECTO
y4eObl U poyee;

5. U36erait pazmemienus ororpaduii B UnTepHeTE, T Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEAEIUTH TBOE MECTOIOIOKEHUE;



6. [Ipu peructparyu B CONMAIBHON CETH HEOOXOIMMO MCTIOIB30BaTh CII0KHBIC
NapoJiu, COCTOSIME U3 OYKB U UG U C KOJMYECTBOM 3HAKOB HE MEHee §;

7. A7l couManbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIMMO UCIOJIb30BaTh
passble napoau. Torna ecnu Te0st B3IOMAIOT, TO 3JI0YMBIIIUIEHHUKH TOJTy4aT
JOCTYT TOJIBKO K OTHOMY MECTY, & HE BO BCE Cpasy.

JJIeKTPOHHbIE IEHbI'H

DNeKTPOHHBIE JEHBIH - 3TO OYEHb YJIOOHBIN CIIOCO0 IIaTeXen, 0JTHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ICHBIH.

DIEKTPOHHBIE IEHBIU MOSBUINCH COBCEM HEAABHO U UMEHHO H3-3a 3TOrO BO
MHOTMX I'OCYyAapCTBax J0 CHUX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccun e onr PyHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, € UX
pa3zeNnsoT Ha HECKOJIbKO BUIOB - AHOHMMHBIE M HE AHOHUMHBIE. Pa3HHIIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3pelaeTcs MPOBOIUTh ONepaluu 0e3
UIEHTU(UKALIMY 0JIb30BATENS, @ B HEAHOHUMHBIX UAEHTU(UKALIUS TOJIb30BaTElIs
ABJIAETCS 00S3aTEIBLHOM.

Takke ciaenyeT pa3inuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI
roCyJIapCTBEHHBIM BaJlI0TaM) U JIEKTPOHHBIC HE()UATHBIC ICHBIU (HE PABHBI
roCyJapCTBEHHBIM BAIIOTaM).

OcHosHble cogembl no 6e30nacHolU pabome ¢ INeKMPOHHbIMU OeHb2aAMU.

1. [IpuBsixu K cueTy MOOMIIBHBIN TenedoH. ITO caMblil yI0OHBINA U OBICTPHIA
crioco0 BOCCTAaHOBUTH JAOCTYT K cueTy. [IpuBsi3anHbli Tene(oH NOMOXKET, ecliu
3a0yJiellb CBOM IUIATEXKHBINA ApOJIb WM 3aiiIeb Ha CAT C HE3HAKOMOTO
YCTPOMCTBA;

2. Vcnonb3yit onHOpa3oBelie naposu. [locie nepexoia Ha yCUIIEHHYIO
aBTOpU3ALMIO TeOE yKe He OYJIeT yrpoKaTh ONAaCHOCTh KPAKU WJIU TIEpeXBaTa
IJIATEKHOTO MapOJIs;

3. BriGepu cnoxHbIN mapois. [IpecTynHukam OyneT He MPOCTO yrajaaTh CIOMKHBIN
napoiib. Hagexxuble naposu - 3T0 napoiu, KOTOpbIe COAEpkKaT HE MEHEe 8 3HAKOB
Y BKJIFOYAIOT B CE0sI CTPOYHBIE U MIPOMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CUMBOJIOB, TaKH€ KaK 3HaK JoJi1apa, (PyHTa, BOCKIMIATENbHBINA 3HAK U T.0I.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.

JJIEKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHS U MPEIOCTABIAEMBIE €10 YCIYTH IO
MEePEChUIKE U MOJTYUYECHHIO AJIEKTPOHHBIX COOOIIECHUM, KOTOPBIE paclpeestoTCs B
KOMITbIOTEpHOU ceTH. OOBIYHO 3JICKTPOHHBIA IMOYTOBBIN SITUK BBITIISIAT
cJIeIyronuM 00pa3oM: UMsL_TOJIh30BaTeIsI(@uMsl_ToMeHa. Taxoke KpoMe repeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh Tepe/1aBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C IICKTPOHHOU MTOYTOM:

1. Hamo BeIOpaTh MpaBWIIBHBIN TTOYTOBBIN CepBUC. B MHTEpHETE €CTh OTPOMHBIIA
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBHUCOB, OHAKO JIYYIIIE JJOBEPSITH TEM, KOTO



3HAEIIb U KTO IIEPBBIM B PEUTHHIE;

2. He yka3piBaii B TUUHOM mouTe JUUHYIO HHpopMaInoo. Hanpumep, sydiie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "temal3";

3. Hcnoinb3yil ABYX3TAHYIO aBTOPU3ALUIO. DTO KOTIa IOMUMO MApOJIs HY>KHO
BBOJUTH KOJ, IPUChUIaEMbIi 0 SMS;

4. BeiOepu c0XKHBIN Maposib. st KaxA0ro MoYTOBOIO SIIKKA T0KEH ObITh CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Ecnn ecTb BO3MOXKHOCTD HalMcaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH
3Ty BO3MOXKHOCTB;

6. Mcrionb3yil HECKOJIBKO MOYTOBBIX SUIMKOB. IIepBbIil 17151 4aCTHON MEPENUCKH C
azpecaTaMu, KOTOPBIM Thl OBEPSEIIb. DTO SJIEKTPOHHBIN aJIpec HE HAJO
UCIIOJIb30BATh MPU PETUCTPALIMU Ha POpyMax U caiTax;

7. He oTkphbiBail (aiiisl v Apyrue BIOKEHHUS B MUCbMaX, 1a)Xe €CIU OHU MPULILTH
OT TBOMX Jpy3el. JIyuiie yTouHu y HUX, OTIIPaBIISUIN JIU OHU TeOe 3TU (ailibl,

8. Ilocne okoH4uaHus pabOTHI HA TOYTOBOM CEPBUCE NEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0yJp HaXaTh Ha "BeiidTu".

Kn0epOynimHr wiim BUPTyaaibHOE U3/1€BaATEIbCTBO

KubepOymuHr - nmpeciaeoBaHrue COOOIEHUSIMU, COAEPKAIIMMU OCKOPOJICHHUS,
arpeccuio, 3allyruBaHue; XyJIUraHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TIOMOILIBIO
Pa3JINYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITMHTOM:

1. He Opocatics B 60ii. JIydiunii crioco0: MOCOBETOBATHCS KaK ¢e0st BECTH U, €CIIN
HET TOT0, K KOMY MOKHO OOpaTUThCS, TO BHAYalIe YCIIOKOUTbCs. Eciiy Thl HauHeIb
OTBEYaTh OCKOPOJCHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €I11e OOJIBIIE Pa30KIKEITh
KOH(JIUKT;

2. Ynpasnsii cBoe kuOeppenmyTaiuue;

3. AHOHUMHOCTH B ce€TH MHUMas. CylIeCTBYIOT CIOCOOBI BBIAICHUTh, KTO CTOMUT 32
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKUNA 00pa3 BUPTyaabHOU ku3HU. IHTEpHET
(bUKCUpYyET BCE TBOM ICUCTBUS U COXPAHSIET UX. Y JAJIUTh UX OyAeT KpailHe
3aTPyAHUTEIBHO;

5. Cobmroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. UrHopupyit emmHNYHBIN HeraThB. OHOPA30BbIe OCKOPOUTEIBHBIC COOOIICHUS
Jy4llle MTHOpUpoBaTh. OGBIUHO arpeccusi MpeKpalaeTcs Ha Ha4albHOM CTaauu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMHU, B
COLIMAJIBHBIX CETAX €CTh BOZMOXKHOCThH OJIOKMPOBKU OTIPABKH COOOIICHUM €
OINPEJEIIEHHBIX a/IPECOB;

8. Ecnu TbI cBUETENb KNOEPOYITMHTa. TBOM AEHCTBUSA: BHICTYIUThH IPOTUB
npeciieIoBaTes, MoKa3aTh EMy, YTO €ro JIEMCTBUS OLICHUBAIOTCSI HETaTUBHO,
MOJJIEPKATh JKEPTBY, KOTOPOU HyHa IICUXOJOTUYECKas MOMOILb, COOOIIUTh
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesedoH



CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COACPIKAT B C€OE BIOJIHE B3POCIBINA
(GbyHKUIHMOHAJ, U TeMIeph OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU
KoMIibtoTepamMu. OJIHAKO, CPEICTB 3AIIUTHI JJIsI TOJOOHBIX YCTPONUCTB MOKA OYECHb
Masio. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE TAK
MHTEHCUBHO, Kak s [1K, To ke camoe kacaeTrcst 1 MOOMIIBHBIX TPUIIOKEHUH.
CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl yKe MPAaKTUYECKH JIOTHAJIM HACTOJIbHbBIE
aHaJIOTH, OJTHAKO paciiMpeHue GyHKIHOHANA BIEYET 32 COOOU OOJIbIITYIO
CJIO’KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENH BBIITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHnognbie cogemul 01 6€30NACHOCU MOOUTILHO20 MmenedoHa:

Hugero He siBNsieTCs mMo-HACTOSAIEMY OecIIaTHRIM. byib 0CTOpOKeH, BeIb KOTaa
Tebe mpeaararoT OeCIIaTHRIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, npexzae ueM oTnpaBuTh SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HAEIIb, Te
OHM OyayT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE POrPaMMBbI JJII MOOMIIBHBIX TEJIE(POHOB;

He 3arpy»xaii IpujIoKeHUs: OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

[Tocne Toro Kak Thl BEIMAEIIB C CaldTa, I/I€ BBOJWII JINYHYIO MH(OPMAIUIO, 33l B
HacTpoiiku Opay3epa u yaaiu cookies;

[lepuoauyecku NpoBepsii, KaKUe MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JaBaii cBolt HOMEp MOOMIIBHOTO TesieOHa TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSICIIIb;

Bluetooth momken ObITH BHIKJIFOUEH, KOT/Ia Thl UM HE ToJib3yenbes. He 3a0biBait
WHOT/Ia POBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAaH-UTPHI - ATO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS,
OOBEAUHSIONINE COTHH THICSY YEIIOBEK 10 BceMy Mupy. rpoku uccieayroT
JAHHBIN UM MHp, OOIIAIOTCS IPYT C IPYTOM, BBITIOJTHSIOT 3a/IaHUs], CPAKAIOTCS C
MOHCTpPAMH U TOTYYalOT OMBIT. 32 YAOBOJBCTBUE OHU IUIATST: MOKYIAIOT JIUCK,
OIIAYMBAIOT A00OHEMEHT WJIM MMPUOOPETAIOT KaKKe-TO OIIIUH.

Bce atu cpencTBa uayT Ha MOJEp)KaHUE U PA3BUTHE UTPHI, @ TAKKE HA camy
0€30MacHOCTh: COBEPIIICHCTBYIOTCSI CHCTEMbI aBTOPU3AINH, BBIITYCKAIOTCSI HOBBIC
natyu (udpoBbIe 3aMIaTKU ISl MPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.
B 1mog00HBIX HTpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COTICPHHKOB, CKOJIBKO
Kpa)kll TBOETO TMapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIUU OOJIBIIMHCTBA
urp.

OcHnogHble cogemul N0 6€30NACHOCMU MBO0E20 USPOBO20 AKKAYHMA.

1. Ecniu apyroii urpok BeneT ceOs II0X0 WK CO3AaeT Tebe HeMPHUITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;



2. Tloxkanyiica aiMUHUCTPATOPAM UTPHI HAa TJI0XOE MOBEJIEHUE 3TOI0 UTPOKA,
KEIATEIbHO NPWIOKUTh KaKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii tnunyro nHGOpMaInio B ipodaiiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBiauBait HeouiinaabHbIe ITaTYd U MO/IBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jaxxe BO BpeMs UTPbI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [IoKka Tl urpaemib, TBOM
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUITHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM Kpakel AeHET U JOKYMEHTOB CETOIHSI Y>K€ HUKOI'O HE YAUBUIIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTHN 3JI0yMBIIIICHHUKY [TEPEMECTHUIIMCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMAThCS "' MIOOUMBIM" TeTTOM.

Tak nosiBUJIaCh HOBasl yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU (PUILIMHT, TJIaBHAS
1€JIb KOTOPOT'O COCTOUT B MOJIYYEHUH KOH(PUACHIIUAIbHBIX JTAHHBIX
M0JIb30BaTENEH - JOrMHOB U naposeil. Ha anrnuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - maposs).

OcHognble cosembl no bopvoe ¢ huwuneom:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl TO103peBaeliib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO He0OX0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTH aIMUHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonb3yit Oe3o0macHble BEO-CailThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil crnokHble U pa3Hble napoiu. Takum oOpa3om, eciiu Te0s B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKHY TOJy4yaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH,
a He KO BCEM;

4. Ecnu Te0s1 B3OMaNH, TO HEOOXOJUMO MPEIyNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHbI Y T€OsI B APY3bSIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXKHO,
OT TBOETO UMEHH OyJIE€T PacchlIaThCA CIIaM U CChUIKM Ha (PUIITMHTOBBIE CATHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENEPOH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTKpbIBail (paiinibl U ApyTrye BIOKEHUS B TUChMAX, J1a)K€ €CJIM OHU IPUILLITN
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (hailsibl.

Hudposast penyrauus

[Mudposas penyTammst - 3TO HETaTUBHAS WJIM TTO3UTUBHAS HH(POPMAIIHS B CETH O
tebe. Komnpometupyromias nnopmaiius, pa3MeiieHHas B UHTEPHETE, MOXKET
CEphE3HBIM 00Pa30M OTPA3UTHCS HA TBOEH peanbHOMU *u3HU. "[{udpoBas
penyTanus" - 3TO TBOM UMUK, KOTOPBIH (hopMupyeTcs u3 nuHpopMaiuu o Tede B
WHTEPHETE.

TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHUE, 0COOCHHOCTH
XapakKTepa U Pacckas3bl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIIEHHO OTHOCSITCS K IMTyOJIMKAIIUN JIMYHON



uHpopManuu B IHTepHeTe, He MOHMMAs BOBMOXKHBIX MOCHeACTBUM. Thl naxe He
CMOJKEIIb I0rafaTbCs 0 TOM, 4TO GoTorpadus, pa3MeleHHas S5 JIeT Ha3aj, crajia
NPUYMHON OTKAa3a NPUHATH TeOs Ha paldoTy.

KommMmenTapuu, pa3menienue TBoux Gororpaduii u Jpyrue JeiMCcTBUs MOTYT HE
MCYE3HYTh JIAKE MIOCIIE TOTO, KaK Thl UX YAAJIHIIb. Tl HE 3HACIIb, KTO COXPaHUII
3Ty UH(GOpPMAIHIO, TI0T1aja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHWJIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOe OKPYIKAIOLIUE JIFOIU, KOTOPhIE HAUYT U YBUIAT
3T10. Haiftn nadopmaiinio MHOTO JIET CITyCTSI CMOKET JIF000H - Kak U3 J00phIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUUHUHHUTD Bpe. DTO MOXKET ObITh KTO
YTOJTHO.

OCHOBHBIE COBETHI I10 3aIIUTe IUGPOBOI permyTaluu:

1. Ilogymaii, mpexie 4em 4To-To MyOJIMKOBATh U MEPEIaBaTh y ceOs B OJI0Te Uiu B
COIIMAJIbHOM CETH;

2. B HacTpolikax npo¢uiist yCTAHOBU OTPaHUYEHUsI Ha IPOCMOTP TBOETO MpopuiIs
U €ro COJEPKUMOTO0, CAeIall ero ToIbKO "misd apy3en";

3. He pa3memaii u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-1100
OCKOPOJISITh WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHBIC IKOJLHUKH - aKTUBHBIC TOIb30BaTEIN IU(POBOro IMPOCTPAHCTRA.
OnHaKO JajaeKo He BCE 3HAIOT, YTO T0JIb30BAHUE MHOTUMH BO3MOXKHOCTSIMU
1upoBOro MUpa TpedyeT COOJIIOICHHS MMPaB Ha HHTE/UICKTYaIbHYIO
COOCTBEHHOCTb.

TepMmuH "HHTEIUIEKTYyalIbHAass COOCTBEHHOCTh" OTHOCHTCS K Pa3IMUHBIM TBOPCHUSIM
YEJIOBEUSCKOI0 yMa, HAaUMHAs ¢ HOBBIX H300pETEHUI U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTD Ha MPOAYKTHI M YCIIYTH, ¥ 3aKaHIMBask KHUTaMH, (OTorpadusMu,
KHHO(DUIBMAMH U MY3bIKAJIBHBIMHU MPOU3BEICHHUSIMHU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha HHTEJUICKTYyaIbHYI0 COOCTBEHHOCTD Ha
IPOU3BEICHUS HAYKH, JTUTEPATyPhl U UICKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
Ka4yeCTBE TapaHTHH TOTO, YTO MHTEIUICKTYaIbHBIA/TBOPUSCKHUN TPY aBTOpa HE
Oyner



